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Statement of Policy 

 

 The NYSSB/NYSSD are committed to maintaining the privacy and security of student data and 

teacher and administrator data and will follow all applicable laws and regulations for the handling and 

storage of this data in the NYSSB/NYSSD and when disclosing or releasing it to others, including, but 

not limited to, third-party contractors. The NYSSB/NYSSD adopts this policy to implement the 

requirements of Education Law Section 2-d and its implementing regulations, as well as to align the 

NYSSB/NYSSD's data privacy and security practices with the National Institute for Standards and 
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h) "Educational agency" means NYSSB/NYSSD, board of cooperative educational services 

(BOCES), school, or the New York State Education Department (NYSED). 

 

i) "Eligible student" means a student who is eighteen years or older.  

 

j) "Encryption" means methods of rendering personally identifiable information unusable, 

unreadable, or indecipherable to unauthorized persons through the use of a technology or 

methodology specified or permitted by the Secretary of the United States Department of Health 

and Human Services in guidance issued under 42 USC Section 17932(h)(2). 

 

k) "FERPA" means the Family Educational Rights and Privacy Act and its implementing 

regulations, 2
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for or on behalf of the educational agency, or audit or evaluation of publicly funded programs. 

This term will include an educational partnership organization that receives student and/or 

teacher or administrator data from a school NYSSB/NYSSD to carry out its responsibilities 

pursuant to Education Law Section 211-e and is not an educational agency, and a not-for-profit 

corporation or other nonprofit organization, other than an educational agency. 

 

t) "Unauthorized disclosure" or "unauthorized release" means any disclosure or release not 

permitted by federal or state statute or regulation, any lawful contract or written agreement, or 

that does not respond to a lawful order of a court or tribunal or other lawful order. 

 

Data Collection Transparency and Restrictions 

 

 As part of its commitment to maintaining the privacy and security of student data and teacher and 

administrator data, the NYSSB/NYSSD will take steps to minimize its collection, processing, and 

transmission of PII. Additionally, the NYSSB/NYSSD will: 

 

 a) Not sell PII nor use or disclose it for any marketing or commercial purpose or facilitate its use 

or disclosure by any other party for any marketing or commercial purpose or permit another 

party to do so. 

 

 b) Ensure that it has provisions in its contracts with third-party contractors or in separate data 

sharing and confidentiality agreements that require the confidentiality of shared student data or 

teacher or administrator data be maintained in accordance with law, regulation, and 

NYSSB/NYSSD policy.  

 

 Except as required by law or in the case of educational enrollment data, the NYSSB/NYSSD will not 

report to NYSED the following student data elements:  

 

 a) Juvenile delinquency records;  

 

 b) Criminal records;  

 

 c) Medical and health records; and  

 

 d) Student biometric information.  

 

 Nothing in Education Law Section 2-d or this policy should be construed as limiting the 

administrative use of student data or teacher or administrator data by a person acting exclusively in the 

person's capacity as an employee of the NYSSB/NYSSD. 

Chief Privacy Officer 

 

 The Commissioner of Education has appointed a Chief Privacy Officer who will report to the 

Commissioner on matters affecting privacy and the security of student data and teacher and administrator 

data. Among other functions, the Chief Privacy Officer is authorized to provide assistance to educational 
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agencies within the state on minimum standards and best practices associated with privacy and the security 

of student data and teacher and administrator data. 

 

 The NYSSB/NYSSD will comply with its obligation to report breaches or unauthorized releases of 

student data or teacher or administrator data to the Chief Privacy Officer in accordance with Education Law 

Section 2-d, its implementing regulations, and this policy. 

 

 The Chief Privacy Officer has the power, among others, to: 

 

 a) Access all records, reports, audits, reviews, documents, papers, recommendations, and other 
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 c) Demonstrate that the third-party contractor complies with the requirements of 8 NYCRR 

Section 121.3(c); 

 

 d) Specify how officers or employees of the third-party contractor and its assignees who have 

access to student data or teacher, or administrator data receive or will receive training on the 

laws governing confidentiality of this data prior to receiving access; 

 

 e) Specify if the third-party contractor will utilize subcontractors and how it will manage those 

relationships and contracts to ensure PII is protected; 

 

 f) Specify how the third-party contractor will manage data privacy and security incidents that 

implicate PII including specifying any plans to identify breaches and unauthorized disclosures, 

and to promptly notify the NYSSB/NYSSD; 

 

 g) Describe whether, how, and when data will be returned to the NYSSB/NYSSD, transitioned to 

a successor contractor, at the NYSSB/NYSSD's option and direction, deleted or destroyed by 

the third-party contractor when the contract is terminated or expires; and 

 

 h) Include a signed copy of the Parents' Bill of Rights for Data Privacy and Security. 

 

Third-Party Contractor Responsibilities  

 

 Each third-
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c) Ensure appropriate notification is provided to affected parents, eligible students, teachers, 

and/or administrators about any breach or unauthorized release of PII that a third-party 

contractor has received from the NYSSB/NYSSD pursuant to a BOCES contract; and 

 

d) Coordinate reporting to the Chief Privacy Officer to avoid duplication in the event the 

NYSSB/NYSSD receives information directly from a third-party contractor about a breach or 

unauthorized release of PII that the third-party contractor received from the NYSSB/NYSSD 

pursuant to a BOCES contract.  

 

Click-Wrap Agreements 

 

 Periodically, NYSSB/NYSSD staff may wish to use software, applications, or other technologies in 

which th

http://www.nysed.gov/data-privacy-security/student-data-inventory
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or by writing to the Office of Information and Reporting Services, New York State Education 

Department, Room 865 EBA, 89 Washington Avenue, Albany, New York 12234; and

http://www.nysed.gov/data-privacy-security/report-improper-disclosure
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 Consistent with the obligations of the NYSSB/NYSSD under FERPA, parents and eligible students 

have the right to inspect and review a student's education record by making a request directly to the 

NYSSB/NYSSD in a manner prescribed by the NYSSB/NYSSD. 

 

 The NYSSB/NYSSD will ensure that only authorized individuals are able to inspect and review 

student data. To that end, the NYSSB/NYSSD will take steps to verify the identity of parents or eligible 
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c) Following the investigation of a submitted complaint, the NYSSB/NYSSD will provide the 

individual who filed the complaint with its findings. This will be completed within a reasonable 

period of time, but no more than 60 calendar days from the receipt of the complaint by the 

NYSSB/NYSSD. 

 

d) If the NYSSB/NYSSD requires additional time, or where the response may compromise 

security or impede a law enforcement investigation, the NYSSB/NYSSD will provide the 

individual who filed the complaint with a written explanation that includes the approximate date 

when the NYSSB/NYSSD anticipates that it will respond to the complaint. 

 

 These procedures will be disseminated to parents, eligible students, teachers, administrators, and other 

NYSSB/NYSSD staff.  

 

 The NYSSB/NYSSD will maintain a record of all complaints of breaches or unauthorized releases of 

student data and their disposition in accordance with applicable data retention policies, including the 

Records Retention and Disposition Schedule ED-1 (1988; rev. 2004). 

 

Reporting a Breach or Unauthorized Release 

 

 The NYSSB/NYSSD will report every discovery or report of a breach or unauthorized release of 

student data or teacher or administrator data within the NYSSB/NYSSD to the Chief Privacy Officer 

without unreasonable delay, but no more than ten calendar days after the discovery. 

 

 Each third-
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 The Commissioner would then make a final determination as to whether the breach or unauthorized 
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NYSSB/NYSSD may deliver this training using online training tools. Additionally, this training may be 
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